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Preamble 
This tutorial is primarily based on the IEEE eHealth technical committee Newsletter published in 
March 2013 [1]. Its main focus is on information privacy management in eHealth through information 
accountability. The tutorial consists of three main aspects of a proposed information accountability 
framework for eHealth, namely, social aspects, technical aspects and legal aspects. Following a brief 
introduction of the problem domain and context, we present the tutorial in these three main components. 
The length of the tutorial is intended to be half a day. 
I. CONTEXT  
A. Introduction 
Appropriate information privacy management measures are essential for the proliferation of eHealth 
systems. However, traditional measures for privacy preservation such as rigid access controls (i.e. 
preventive measures) are not suitable to eHealth because of the specialized and information-intensive 
nature of healthcare itself and also the nature of the information. Healthcare professionals (HCP) require 
easy, unrestricted access to as much information as possible towards making well-informed decisions. 
On the other end of the scale however, consumers (i.e. patients) demand control over their health 
information and raise concerns for privacy arising from internal activities (information use by HCPs). A 
proper balance of these competing concerns is vital for the implementation of successful eHealth 
systems. Towards reaching this balance, we propose an information accountability framework (IAF) for 
eHealth systems. 
Information accountability (IA) is a concept focused on appropriate-use and after-the-fact 
accountability for intentional misuse of information. It is expected that transparency and the presence of 
accountability mechanisms act as a deterrent for intentional misuse of information. eHealth systems that 
are built to follow the principles of IA are coined Accountable-eHealth (AeH) systems [2]. Figure 1 
depicts a scenario that highlights the role of IA in the eHealth domain. In the scenario, we see how 
consumers’ healthcare information might flow in the eHealth environment. The flow of information 
between the professional and public domains must be monitored by a mechanism to control the way in 
which the data is used by HCPs and to ensure the public of the security of their sensitive information. 
This mechanism can be implemented as an information accountability framework (IAF). The three main 
aspects of the IAF and their interrelationships are shown in Figure 2. 
 
Figure 1. eHealth Scenario [3] 
 
 
Figure 2. Information Accountability Framework 
B. Information Accountability Framework 
Applying IA to eHealth, we formulated an IAF that consists of three main aspects: social, technical 
and legal. The IAF is presented in the form of these components by providing supporting evidence for 
each component. 
1) Part One: Social Aspects 
To develop successful eHealth systems, it is important to understand how consumers perceive their 
capabilities, policies and procedures. For example, AeH systems enable healthcare information 
manipulation to be transparent to the consumers whilst allowing nominated HCPs to access healthcare 
information which they professionally judge is required to make a healthcare decision despite the usage 
policies in place. To enforce accountability, the consumers are allowed to make inquiries about possible 
misuse of information from HCPs themselves. To measure the impact such characteristics would have 
on system adoption, we take a theoretical approach commonly used in information systems research. 
Along with previously developed factors of technology acceptance such as perceived usefulness, 
perceived ease of use, computer attitude and computer anxiety, we investigated the impact of IA 
characteristics in the form of the attitudes of future eHealth stakeholders [4]. Our approach was twofold. 
We conducted two online surveys to measure the attitudes of future healthcare professionals and eHealth 
consumers in Australia. In the first survey, we measured the attitudes of future healthcare professionals 
towards AeH systems. The findings revealed that IA measures do not negatively influence the intention 
to use AeH systems. Quantitative and qualitative data obtained also revealed that the respondents 
support the use of IA in the eHealth domain as a means of balancing stakeholder requirements. In the 
second survey, we measured the attitudes of potential eHealth consumers towards AeH systems. Similar 
to previous results, the respondents’ attitudes towards the implementation of IA in eHealth was 
supportive. As a result of this work we were able to develop and validate two empirical research models 
that can be used to identify the factors contributing to the perceived intention to use AeH systems. We 
expect to further validate these models with a wide range of user groups in the future.  
2) Part Two: Technical Aspects 
The main technical barrier for AeH systems was the representation and manipulation of usage 
policies. As a novel solution to this problem we adopted Digital Rights Management (DRM). The Open 
Digital Rights Language (ODRL) is a DRM technology that is capable of representing a wide range of 
policy-based information. The semantics of ODRL fall neatly in line with the protocols designed for 
AeH systems. Instead of assigning usage policies to digital assets (i.e. EHR data items in our case), we 
assign usage policies to HCPs. This allows eHealth consumers to assign a wide range of usage policies 
to their preferred HCPs rather than having a default access policy assigned to each data type. This is 
appropriate to the eHealth domain because the same data type may have different sensitivity levels for 
different consumers. Although consumers are capable of defining usage policies, the involvement of a 
central healthcare authority guarantees that the required access levels are always given to the appropriate 
HCPs without hindering the consumers’ privacy requirements. With the use of a Web based prototype, 
we were able to successfully demonstrate the representation and management of usage policies in AeH 
systems. Further details of the technical aspects are found in [5] and [6]. 
3) Part Three: Legal Aspects 
Like any eHealth system, AeH systems also rely on appropriate legislation for the governance and 
regulatory mechanisms to be established. We conducted a case study of the Australian eHealth system 
which identified that in its current state, the existing Australian legal foundations were inadequate for 
implementing the regulatory mechanisms necessary for AeH systems to function as intended [7].  In 
Australia, the federal Privacy Act 1988 (Cth) sets forth the principal measures relating to information 
privacy in general. However, the effective development of AeH systems in the Australian context 
depends upon the establishment of an appropriate underlying  legal framework which adequately 
addresses a range of specific issues including information ownership, access and control, data breach 
notification and the broader issues involved in the legal management of the system as a whole.  The 
recent enactment of the Personally Controlled Electronic Health Records Act 2012 (Cth.) to operate in 
conjunction with the Health Identifiers Act 2010 (Cth), is designed to address these issues by creating an 
electronic informational repository of health records organised by reference to unique health identifiers 
allocated to Australian citizens. Along with amendments to the Privacy Act 1988 (Cth), introducing 
measures such as mandatory date breach notification, these recent developments provide a more 
comprehensive legal foundation for the emergence of an effective AeH system. 
C. Findings 
The finding of our research study revealed that IA can be successfully used to address the 
information privacy conundrum in the eHealth domain. The efforts gave rise to an IAF and coined a new 
genre of eHealth systems; AeH systems. Three main dimensions of the IAF were investigated and the 
foundations were laid for AeH systems to be implemented, specifically in Australia. However, there is a 
long and exhilarating road ahead towards implementing AeH systems, as expected with any eHealth 
initiative. 
II. TUTORIAL SYLLABUS 
1 Foundations 
The foundation principles of Information accountability and their contextualization to 
eHealth will be discussed in this opening chapter of the tutorial. The foundations will 
provide the audience with a comprehensive understanding of the conceptual principles 
behind information accountability. This chapter is divided into the following subsections. 
The chapter will be presented by Dr. Tony Sahama. 
a. Principles of information accountability (PIAs) 
b. PIAs in eHealth 
c. Accountable-eHealth systems 
 
2 Social Aspects of AeH systems 
This chapter is focused towards the social aspects of information accountability that must be 
considered when developing AeH systems. The principles and logical reasoning behind the 
development of two empirical research models will be discussed and the validation of the 
model using a sample dataset will be demonstrated. The audience will get a firsthand 
experience of how different characteristics of AeH systems impact overall system 
acceptance. The practical implications will be discussed that will shed light in to how the 
results from user studies can be used in the implementation of AeH systems. The chapter is 
divided into the following subsections. The chapter will be presented by Mr. Randike 
Gajanayake. 
a. Designing, conducting and validating user studies 
i. Designing constructs and capturing system characteristics 
ii. The professional perspective 
iii. The consumer perspective 
 
b. Practical implications 
 
3 Technical Aspects 
This chapter focuses on the technological aspects of building AeH system including 
capturing information access requirements, representing the requirements using a policy 
language and semantic reasoning. A test vehicle for policy management that has been 
implemented will be demonstrated in this chapter. A novel extension to the Open Digital 
Rights Language will be presented that is used as the policy language for AeH systems. The 
chapter is divided into the following subsections. The chapter will be presented by Mr. 
Daniel Grunwell. 
a. Access control requirements for AeH systems 
b. A policy framework for AeH systems 
c. Semantic reasoning 
 
4 Legal Aspects of AeH systems 
One of the main challenged for AeH systems has been identified as legal issues. In this 
chapter, a case study of the legal requirements for AeH systems will be presented that is 
focused on the Australian legal and eHealth landscapes. The chapter will also discuss, in 
more general terms, that global legal perspective on AeH systems. The chapter will be 
presented by Prof. Bill Lane. 
a. A case study of the Australian perspective 
b. A global view 
 
5 Implementation challenges 
To conclude the chapter, the current implementation challenges associated with AeH 
systems will be discussed by Dr. Tony Sahama with primary focus on the Australian 
eHealth system and policy framework. 
III. AUDIENCE 
The intended audience for this tutorial includes a broad range of eHealth researchers in the 
information management arena, eHealth policy experts and eHealth technology experts. 
IV. LECTURERS 
 
Mr. Randike Gajanayake (B.Sc.) 
Randike Gajanayake is a PhD student at the School of Electrical Engineering and Computer Science 
at the Queensland University of Technology, Brisbane, Australia.  Randike’s PhD thesis principally 
focuses on the applicability of information accountability in the eHealth domain as a measure of 
information privacy and a measure to balance competing concerns arising from eHealth stakeholder 
requirements. Randike’s PhD work has been published in peer reviewed journals and conferences. 
Randike holds an honours degree in Computer Science from the University of Peradeniya, Sri Lanka. He 
will graduate with a PhD in early 2013. 
 
Dr. Tony Sahama (B.Sc., M.Phil., PhD., M.Ed(HE) 
Tony Sahama is a senior lecturer in the Information Security Discipline, Faculty of Science and 
Engineering. His research interest is in Health/Medical Informatics in particular, Healthcare Information 
Technology (HIT) and Clinical Decision Support Systems design and development. Tony holds a PhD in 
Computer Science (Computer Simulation and Modelling, DACE), Master of Education (Higher 
Education), M.Phil (Statistical Computation) and B.Sc. (specialised in Applied Statistics and Computer 
Programming). Tony has experience working with researchers in developing customised technological 
applications for Clinical Decision Support Systems, Data warehousing, Data Integration and IT 
applications for healthcare decision making processes. Currently, Tony is supervising 4 research masters 
and 4 PhD level projects in the Medical Informatics research area. Tony holds professional membership 
with ACM (SIGBioinforamtics), IEEE, IBS, ACS, SSAI and HISA. 
http://staff.qut.edu.au/staff/sahama/ 
 
 
Prof. William B Lane (LLB (Syd); LLM (Melb) 
Professor Lane is the Clayton Utz Professor of Public Law at QUT. He has led major research 
projects in the field of information privacy law and security, including the legal implications of virtual 
information sharing networks, the development of data breach notification regimes and the legal 
regulation of shared electronic health records systems. He has advised governments on information 
management issues relating to the public disclosure of health data and has been an appointee of 
government regulatory bodies in the field of public health. 
 
 
Mr. Daniel Grunwell (BIT) 
Daniel Grunwell is a Research student in the School of Electrical Engineering and Computer Science 
at the Queensland University of Technology, Brisbane, Australia.  Daniel’s research focuses on the 
technical implementation and design of Accountable-eHealth (AeH) systems. Daniel holds a degree in 
Information Technology from Queensland University of Technology. 
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